
9th Circuit rules data breach victims have standing, implies no circuit split

 © 2018 Thomson Reuters. No claim to original U.S. Government Works. 1

3/8/18 Alison Frankel's On The Case 23:40:36

Alison Frankel's On The Case
Copyright (c) 2018 Thomson Reuters

March 8, 2018

9th Circuit rules data breach victims have standing, implies no circuit split

Alison Frankel

(Reuters) - Way back in 2010, at the beginning of the tsunami of class actions by the victims of corporate data breaches,
the 9th U.S. Circuit Court of Appeals ruled in Krottner v. Starbucks (628 F.3d 1139) that the risk of identity theft was
sufficient to establish plaintiffs' right to sue in federal court. It's been an action-packed eight years since Krottner in
data-breach class actions, but on Thursday, in In re Zappos.com, Inc, Customer Data Security Breach Litigation, a three-
judge panel at the 9th Circuit confirmed that Krottner remains good law. In the 9th Circuit, plaintiffs can establish their
standing to bring a data-breach class action just by showing that hackers got hold of personal information that could
be used to steal their identities.

What's more, the 9th Circuit's Zappos decision implied there's a developing consensus in the federal circuits on
standing and data-breach class actions. Outlier decisions by the 4th and 8th Circuits, the 9th Circuit suggested, are
distinguishable from "decisions in our sister circuits holding that data breaches in which hackers targeted (personal
identifying information) created a risk of harm sufficient to support standing."

As you know, standing for data breach victims has been a matter of considerable debate in federal appellate courts in
the past few years. In 2017, the health insurer CareFirst asked the U.S. Supreme Court to take up the issue, after the
D.C. Circuit allowed a class action against the company to move forward. CareFirst claimed the D.C. Circuit decision
was at odds with the 4th Circuit's holding in Beck v. McDonald (848 F.3d 262) and the 8th Circuit's in In re SuperValu
Inc, Customer Data Security Breach Litigation (870 F.3d 763).

The plaintiffs suing CareFirst countered that there's actually no circuit split in cases presenting facts like those in their
case, which have prompted the 6th and 7th Circuits to reach the same conclusion on standing as the D.C. Circuit. The
Supreme Court denied CareFirst's petition for review in February.

In the Zappos case, the 9th Circuit panel - Judges John Owens and Michelle Friedland and U.S. District Judge Elaine
Bucklo of Chicago, sitting by designation – first considered whether the circuit's decision in Krottner remains good law.
Zappos' lawyers at Stroock & Stroock & Lavan contended the 2010 holding was "clearly irreconcilable" with the U.S.
Supreme Court decision in 2013's Clapper v. Amnesty International (568 U.S. 398).

But the Clapper case had nothing to do with data breach class actions. It was brought by lawyers and activists who
feared intelligence officials could use the Foreign Intelligence Surveillance Act to eavesdrop on their confidential client
communications. Data breach defendants seized on the Supreme Court's holding that the risk of harm, for the purposes
of establishing a right to sue in federal court, cannot rest on a series of inferences.

The Zappos case was the 9th Circuit's first consideration of how Clapper impacts Krottner, in which the 9th Circuit
allowed a class of Starbucks employees to proceed with a class action stemming from the theft of a laptop containing
reams of confidential information about them. The Zappos panel concluded that Krottner remains good law after
Clapper because the Starbucks employees' risk of identity theft was far less speculative than the eavesdropping risk in
the Clapper case.
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"Unlike in Clapper, the plaintiffs' alleged injury in Krottner did not require a speculative multi-link chain of inferences,"
the 9th Circuit said. "Moreover, Clapper's standing analysis was 'especially rigorous' because the case arose in a sensitive
national security context involving intelligence gathering and foreign affairs, and because the plaintiffs were asking the
courts to declare actions of the executive and legislative branches unconstitutional. Krottner presented no such national
security or separation of powers concerns."

The hackers who stole customer information from millions of Zappos shoppers in 2012 didn't obtain as much identifying
data as the Starbucks laptop thief, the 9th Circuit said, but it was still enough to give the Zappos hackers "the means to
commit fraud or identity theft, as Zappos itself effectively acknowledged by urging affected customers to change their
passwords" on other accounts.

Zappos, citing the 4th Circuit's ruling in Beck, also raised the argument that data breach victims whose information still
hasn't been misused all of these years after the breach can no longer claim they're at risk of imminent injury. The 9th
Circuit acknowledged the Beck holding but said the 4th Circuit found plaintiffs didn't have standing to begin with "so it
made sense to consider whether any subsequent events suggested a greater injury than was initially apparent."

I emailed Greg Blankinship of Finkelstein, Blankinship, Frei-Pearson & Garber, who argued for Zappos plaintiffs at
the 9th Circuit, but didn't hear back. Zappos counsel Stephen Newman of Stroock referred my email to the company,
which declined to comment.
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